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1 Foreword

Digital cellular networks based on the GSM specification were designed in the late 1980s and first deployed in the early 1990s
in Europe. Over the last 25 years, hundreds of networks were established globally and billions of subscribers have joined the
associated networks.

The technological foundation of GSM was based on multi-vendor interoperable standards, first created by government bodies
within CEPT, then handed over to ETSI, and now in the hands of 3GPP. Nevertheless, for the first 17 years of GSM technology,
the associated protocol stacks and network elements have only existed in proprietary black-box implementations and not as Free
Software.

In 2008 Dieter Spaar and I started to experiment with inexpensive end-of-life surplus Siemens GSM BTSs. We learned about the
A-bis protocol specifications, reviewed protocol traces and started to implement the BSC-side of the A-bis protocol as something
originally called bs11-abis. All of this was just for fun, in order to learn more and to boldly go where no Free Software
developer has gone before. The goal was to learn and to bring Free Software into a domain that despite its ubiquity, had not yet
seen any Free / Open Source software implementations.

bsll-abis quickly turned into bsc-hack, then OpenBSC and its OsmoNITB variant: A minimal implementation of all
the required functionality of an entire GSM network, exposing A-bis towards the BTS. The project attracted more interested
developers, and surprisingly quickly also commercial interest, contribution and adoption. This allowed adding support for more
BTS models.

After having implemented the network-side GSM protocol stack in 2008 and 2009, in 2010 the same group of people set out
to create a telephone-side implementation of the GSM protocol stack. This established the creation of the Osmocom umbrella
project, under which OpenBSC and the OsmocomBB projects were hosted.

Meanwhile, more interesting telecom standards were discovered and implemented, including TETRA professional mobile radio,
DECT cordless telephony, GMR satellite telephony, some SDR hardware, a SIM card protocol tracer and many others.

Increasing commercial interest particularly in the BSS and core network components has lead the way to 3G support in Osmocom,
as well as the split of the minimal OsmoNITB implementation into separate and fully featured network components: OsmoBSC,
OsmoMSC, OsmoHLR, OsmoMGW and OsmoSTP (among others), which allow seamless scaling from a simple "Network In
The Box" to a distributed installation for serious load.

It has been a most exciting ride during the last eight-odd years. I would not have wanted to miss it under any circumstances.

— Harald Welte, Osmocom.org and OpenBSC founder, December 2017.

1.1 Acknowledgements

My deep thanks to everyone who has contributed to Osmocom. The list of contributors is too long to mention here, but I'd like
to call out the following key individuals and organizations, in no particular order:

* Dieter Spaar for being the most amazing reverse engineer I’ve met in my career

* Holger Freyther for his many code contributions and for shouldering a lot of the maintenance work, setting up Jenkins - and
being crazy enough to co-start sysmocom as a company with me ;)

* Andreas Eversberg for taking care of Layer2 and Layer3 of OsmocomBB, and for his work on OsmoBTS and OsmoPCU
* Sylvain Munaut for always tackling the hardest problems, particularly when it comes closer to the physical layer

* Chaos Computer Club for providing us a chance to run real-world deployments with tens of thousands of subscribers every
year

* Bernd Schneider of Netzing AG for funding early ip.access nanoBTS support

* On-Waves ehf for being one of the early adopters of OpenBSC and funding a never ending list of features, fixes and general
improvement of pretty much all of our GSM network element implementations

* sysmocom, for hosting and funding a lot of Osmocom development, the annual Osmocom Developer Conference and releasing
this manual.
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e Jan Luebbe, Stefan Schmidt, Daniel Willmann, Pablo Neira, Nico Golde, Kevin Redon, Ingo Albrecht, Alexander Huemer,
Alexander Chemeris, Max Suraev, Tobias Engel, Jacob Erlbeck, Ivan Kluchnikov

* NLnet Foundation, for providing funding for a number of individual work items within the Osmocom universe, such as LTE
support in OsmoCBC or GPRS/EGPRS support for Ericsson RBS6000.

* WaveMobile Ltd, for many years of sponsoring.

May the source be with you!

— Harald Welte, Osmocom.org and OpenBSC founder, January 2016.

1.2 Endorsements

This version of the manual is endorsed by Harald Welte as the official version of the manual.

While the GFDL license (see Appendix C) permits anyone to create and distribute modified versions of this manual, such
modified versions must remove the above endorsement.

2 Preface

First of all, we appreciate your interest in Osmocom software.

Osmocom is a Free and Open Source Software (FOSS) community that develops and maintains a variety of software (and partially
also hardware) projects related to mobile communications.

Founded by people with decades of experience in community-driven FOSS projects like the Linux kernel, this community is built
on a strong belief in FOSS methodology, open standards and vendor neutrality.

2.1 FOSS lives by contribution!

If you are new to FOSS, please try to understand that this development model is not primarily about “free of cost to the GSM
network operator”, but it is about a collaborative, open development model. It is about sharing ideas and code, but also about
sharing the effort of software development and maintenance.

If your organization is benefiting from using Osmocom software, please consider ways how you can contribute back to that
community. Such contributions can be many-fold, for example

* sharing your experience about using the software on the public mailing lists, helping to establish best practises in using/oper-
ating it,

* providing qualified bug reports, workarounds

* sharing any modifications to the software you may have made, whether bug fixes or new features, even experimental ones

* providing review of patches

* testing new versions of the related software, either in its current “master” branch or even more experimental feature branches

* sharing your part of the maintenance and/or development work, either by donating developer resources or by (partially) funding
those people in the community who do.

We’re looking forward to receiving your contributions.
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2.2 Osmocom and sysmocom
Some of the founders of the Osmocom project have established sysmocom - systems for mobile communications GmbH as a
company to provide products and services related to Osmocom.

sysmocom and its staff have contributed by far the largest part of development and maintenance to the Osmocom mobile network
infrastructure projects.

As part of this work, sysmocom has also created the manual you are reading.

At sysmocom, we draw a clear line between what is the Osmocom FOSS project, and what is sysmocom as a commercial
entity. Under no circumstances does participation in the FOSS projects require any commercial relationship with sysmocom as a
company.

2.3 Corrections
We have prepared this manual in the hope that it will guide you through the process of installing, configuring and debugging your

deployment of cellular network infrastructure elements using Osmocom software. If you do find errors, typos and/or omissions,
or have any suggestions on missing topics, please do take the extra time and let us know.

2.4 Legal disclaimers

2.41 Spectrum License

As GSM and UMTS operate in licensed spectrum, please always double-check that you have all required licenses and that you
do not transmit on any ARFCN or UARFCN that is not explicitly allocated to you by the applicable regulatory authority in your
country.

( : ) Warning
Depending on your jurisdiction, operating a radio transmitter without a proper license may be considered a felony under
criminal law!

2.4.2 Software License
The software developed by the Osmocom project and described in this manual is Free / Open Source Software (FOSS) and
subject to so-called copyleft licensing.

Copyleft licensing is a legal instrument to ensure that this software and any modifications, extensions or derivative versions will
always be publicly available to anyone, for any purpose, under the same terms as the original program as developed by Osmocom.

This means that you are free to use the software for whatever purpose, make copies and distribute them - just as long as you
ensure to always provide/release the complete and corresponding source code.

Every Osmocom software includes a file called COPYING in its source code repository which explains the details of the license.
The majority of programs is released under GNU Affero General Public License, Version 3 (AGPLv3).

If you have any questions about licensing, don’t hesitate to contact the Osmocom community. We’re more than happy to clarify
if your intended use case is compliant with the software licenses.

2.4.3 Trademarks
All trademarks, service marks, trade names, trade dress, product names and logos appearing in this manual are the property of
their respective owners. All rights not expressly granted herein are reserved.

For your convenience we have listed below some of the registered trademarks referenced herein. This is not a definitive or
complete list of the trademarks used.
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Osmocom® and OpenBSC® are registered trademarks of Holger Freyther and Harald Welte.
sysmocom® and sysmoBTS® are registered trademarks of sysmocom - systems for mobile communications GmbH.

ip.access® and nanoBTS® are registered trademarks of ip.access Ltd.

2.4.4 Liability

The software is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the License text included with the
software for more details.

2.4.5 Documentation License

Please see Appendix C for further information.

3 Introduction

3.1 Required Skills
Please note that even while the capital expenses of running mobile networks has decreased significantly due to Osmocom software
and associated hardware like sysmoBTS, GSM networks are still primarily operated by large GSM operators.

Neither the GSM specification nor the GSM equipment was ever designed for networks to be installed and configured by anyone
but professional GSM engineers, specialized in their respective area like radio planning, radio access network, back-haul or core
network.

If you do not share an existing background in GSM network architecture and GSM protocols, correctly installing, configuring
and optimizing your GSM network will be tough, irrespective whether you use products with Osmocom software or those of
traditional telecom suppliers.

GSM knowledge has many different fields, from radio planning through site installation to core network configuration/adminis-
tration.

The detailed skills required will depend on the type of installation and/or deployment that you are planning, as well as its
associated network architecture. A small laboratory deployment for research at a university is something else than a rural
network for a given village with a handful of cells, which is again entirely different from an urban network in a dense city.

Some of the useful skills we recommend are:

 general understanding about RF propagation and path loss in order to estimate coverage of your cells and do RF network
planning.

 general understanding about GSM network architecture, its network elements and key transactions on the Layer 3 protocol
 general understanding about voice telephony, particularly those of ISDN heritage (Q.931 call control)

 understanding of GNU/Linux system administration and working on the shell

¢ understanding of TCP/IP networks and network administration, including tcpdump, tshark, wireshark protocol analyzers.

* ability to work with text based configuration files and command-line based interfaces such as the VTY of the Osmocom
network elements
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3.2 Getting assistance
If you do have a support package / contract with sysmocom (or want to get one), please contact support@sysmocom.de with any
issues you may have.

If you don’t have a support package / contract, you have the option of using the resources put together by the Osmocom commu-
nity at https://projects.osmocom.org/, checking out the wiki and the mailing-list for community-based assistance. Please always
remember, though: The community has no obligation to help you, and you should address your requests politely to them. The
information (and software) provided at osmocom.org is put together by volunteers for free. Treat them like a friend whom you’re
asking for help, not like a supplier from whom you have bought a service.

If you would like to obtain professional/commercial support on Osmocom CNI, you can always reach out to sales @sysmocom.de
to discuss your support needs. Purchasing support from sysmocom helps to cover the ongoing maintenance of the Osmocom
CNI software stack.

4 Overview

4.1 About this manual

This manual should help you getting started with the OsmoBTS software. It will cover aspects of configuring and running
OsmoBTS as well as some introduction about its internal architecture and external interfaces.

4.2 About OsmoBTS

OsmoBTS is an implementation of a GSM BTS (Base Transceiver Station). A BTS serves as the interface between the Um radio
interface towards phones and the wired Abis interface towards the BSC (Base Station Controller). It also implements the network
side of the Layer 2 of the Um radio interface: The LAPDm protocol.

OsmoBTS is licensed as Free and Open Source Software (FOSS) under GNU AGPLv3 [gnu-agplv3]. It is developed as one GSM
network infrastructure component part of the overall Osmocom project.

As perhaps the first implementation of a GSM BTS ever in the industry, OsmoBTS is implemented in a vendor-independent way
and supports a large variety of transceiver hardware and physical layer implementations from many vendors.

4.3 Credits

OsmoBTS was originally developed in 2011 by Andreas Eversberg and Harald Welte. It has since been maintained by Harald
Welte and Holger Freyther at sysmocom.

4.4 OsmoBTS in the Osmocom GSM network architecture

OsmoBTS can be used in combination with the various other GSM network elements developed under the umbrella of the
Osmocom project.

Typical configurations either use OsmoBTS with OsmoBSC, or with OsmoNITB, as can be seen in the following figures.
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OsmoBTS
OsmoBTS

Abis

OsmoBSC

Figure 1: Classic GSM architecture using OsmoBTS with OsmoBTS components

OsmoBTS
OsmoBTS

@ OsmoNITB

Figure 2: GSM architecture using OsmoBTS + OsmoNITB

If intended by the user, it is of course also possible to implement an OsmoBTS-compatible Abis-over-IP interface in any third
party BSC. The Abis/IP interface and its protocol are documented in the OsmoBTS Abis Protocol Specification [osmobts-abis-
spec]. However, be advised that such a configuration is currently not officially supported by Osmocom.

5 Abis/IP Interface

5.1 A-bis Operation & Maintenance Link

The GSM Operation & Maintenance Link (OML) is specified in 3GPP TS 12.21 and is used between a GSM Base-Transceiver-
Station (BTS) and a GSM Base-Station-Controller (BSC). The default TCP port for OML is 3002. The connection will be opened
from the BTS to the BSC.

Abis OML is only specified over El interfaces. The Abis/IP implementation of OsmoBTS and OsmoBSC extend and/or deviate
from the TS 12.21 specification in several ways. Please see the OsmoBTS Abis Protocol Specification [osmobts-abis-spec] for
more information.

5.2 A-bis Radio Signalling Link

The GSM Radio Signalling Link (RSL) is specified in 3GPP TS 08.58 and is used between a GSM Base-Transceiver-Station and
a GSM Base-Station-Controller (BSC). The default TCP port for RSL is 3003. The connection will be opened from the BTS to
BSC after it has been instructed by the BSC.
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Abis RSL is only specified over El interfaces. The Abis/IP implementation of OsmoBTS and OsmoBSC extend and/or deviate
from the TS 08.58 specification in several ways. Please see the OsmoBTS Abis Protocol Specification [osmobts-abis-spec] for
more information.

5.3 Locate Abis/IP based BTS

We can use a tool called abisip-find to be able to find BTS which is connected in the network. This tool is located in the OsmoBSC
project repository under: ./src/ipaccess

5.3.1 abisip-find
abisip-find is a small command line tool which is used to search and find BTS devices in your network (e.g. sysmoBTS,
nanoBTS).

It uses broadcast packets of the UDP variant of the Abis-IP protocol on port 3006, and thus will find any BTS that can be reached
by the all-network broadcast address 255.255.255.255

When program is started it will print one line for each BTS it can find.
Example: using abisip-find to find BTS in your network

S ./abisip-find
abisip-find (C) 2009 by Harald Welte
This is FREE SOFTWARE with ABSOLUTELY NO WARRANTY

you might need to specify the outgoing
network interface, e.g. "““abisip-find ethO0""

Trying to find ip.access BTS by broadcast UDP...

MAC_Address='24:62:78:01:02:03"' IP_Address='192.168.0.171"'" Serial Number='123"
Unit_ID='sysmoBTS 1002"'

MAC_Address='24:62:78:04:05:06"' IP_Address='192.168.0.182"' Serial Number='456"
Unit_ID='sysmoBTS 1002"'

MAC Address='00:01:02:03:04:05" IP Address='192.168.100.123"' Unit ID='65535/0/0"
Location_1="'"' Location 2='BTS_NBT131G' Equipment Version='165a029_55"'

Software Version='168a302_v142b13d0' Unit Name='nbts-00-02-95-00-4E-B3"'

Serial Number='00123456"

~C

You may have to start the program as a root:

$ sudo ./abisip-find ethO

5.4 Deploying a new nanoBTS

A tool called ipaccess-config can be used to configure a new ip.access nanoBTS.

5.4.1 ipaccess-config

This program is very helpful tool which is used to configure Unit ID and Primary OML IP. You can find this tool in the OsmoBSC
repository under: ./src/ipaccess

Example: using ipaccess-config to configure Unit ID and Primary OML IP of nanoBTS
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$ ./ipaccess-config -u 1801/0/0@ 10.9.1.195@ -0 10.9.1.154©

ipaccess-config (C) 2009-2010 by Harald Welte and others
This is FREE SOFTWARE with ABSOLUTELY NO WARRANTY

Trying to connect to ip.access BTS

abis_nm.c:316 OC=SITE-MANAGER (00) INST=(ff,ff,ff) STATE CHG:
OP_STATE=Disabled AVAIL=Not installed(07)

abis_nm.c:316 OC=BTS(01) INST=(00,ff,ff) STATE CHG:
OP_STATE=Disabled AVAIL=Not installed(07) ADM=Locked
abis_nm.c:316 OC=BASEBAND-TRANSCEIVER(04) INST=(00,00,ff) STATE CHG:
OP_STATE=Disabled AVAIL=Not installed(07) ADM=Locked

OML link established using TRX 0

setting Unit ID to '1801/0/0'

setting primary OML link IP to '10.9.1.154"

abis_nm.c:316 OC=CHANNEL (03) INST=(00,00,00) STATE CHG:
OP_STATE=Disabled AVAIL=Not installed(07) ADM=Locked

abis_nm.c:2433 OC=BASEBAND-TRANSCEIVER (04) INST=(00,00,ff) IPACCESS (0xf0):

SET NVATTR ACK
Set the NV Attributes.

(1] Unit ID
(2] IP address of the NITB

IP address of the nanoBTS

6 OsmoBTS Interfaces

OsmoBTS offers a set of interfaces to interact with external entities:

¢ A-bis/IP interface to talk to the BSC

* bts_model specific PHY interface

VTY interface

¢ Osmocom control interface

GSMTAP interface

PCU interface

6.1 OsmoBTS Abis/IP Interface

OsmoBTS implements the GSM A-bis interface as described in the relevant 3GPP specifications:

¢ A-bis RSL according to 3GPP TS 08.58
¢ A-bis OML according to 3GPP TS 12.21

As the 3GPP specifies A-bis only over El interfaces and not over IP, significant enhancements and modifications to the 3GPP
specifications are employed. Nevertheless, the implementation tries to stay as close as possible to the 3GPP specifications.

Please see the OsmoBTS Abis Protocol Specification [osmobts-abis-spec] for more information on this subject.
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6.2 bts_model specific PHY interface
This interface is specific to the bts_model that OsmoBTS was compiled for. It can take any form as required by the respective
hardware.

Please see the PHY documentation of your respective BTS hardware for more details.

6.3 OsmoBTS VTY Interface

See Section 12 for further information.

6.4 OsmoBTS Control Interface

The general structure of the Osmocom control interface is described in Section 27.

The number of control interface commands/attributes is currently quite limited and largely depends on the bts_model used.

6.4.1 trx.N.thermal-attenuation

The idea of this parameter is to attenuate the system output power as part of thermal management. In some cases the PA might
be passing a critical level, so an external control process can use this attribute to reduce the system output power.

Please note that all values in the context of transmit power calculation are integers in milli-dB (1/10000 bel), so the below
example is setting the attenuation at 3 dB:

bsc_control.py -d localhost -p 4238 -s trx.0O.thermal-attenuation 3000
Got message: SET_REPLY 1 trx.0.thermal-attenuation 3000

bsc_control.py -d localhost -p 4238 -g trx.0.thermal-attenuation
Got message: GET_REPLY 1 trx.0.thermal-attenuation 3000

6.5 OsmoBTS GSMTAP Interface

GSMTAP is a standard created by Osmocom to UDP-encapsulate GSM protocol messages normally communicated over non-IP
interfaces for the primary purpose of protocol analysis in the wireshark dissector.

The initial purpose was to encapsulate GSM Um frames including some meta-data like ARFCN and GSM frame number into
something that can be parsed and dispatched within the wireshark dissector.

This interface has since been extended to many other GSM/GPRS/UMTS interfaces and protocols, and even to TETRA and
GMR.

In OsmoBTS, it is possible to export both uplink and downlink Um messages via GSMTAP. There is a set of VTY configuration
options to specify for which logical channels of the Um interface GSMTAP messages shall be emitted, and to which destination
IP address they shall be sent.

Using GSMTAP it is possible to place a virtual tap at the air interface between BTS and MS, without going through the trouble
of setting up an actual radio receiver at the same frequencies. Also, GSMTAP export is performed before the Um air-interface
encryption (AS5) is performed, so all frames are always in plain text.

Please refer to Section 14.2.2 for more information on how to configure and use this interface.
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6.6 OsmoBTS PCU Socket Interface

In order to assist the provisioning of GPRS services over the same radio interface as circuit-switched GSM, OsmoBTS exposes
a Unix domain socket based interface towards OsmoPCU.

OsmoPCU is the Osmocom implementation of the GPRS Packet Control Unit (PCU), which is co-located with the BTS in the
Osmocom implementation. Contrary to that, many classic E1-based implementations of the GSM RAN co-locate the PCU with
the BSC. However, the GSM specifications keep the location up to the implementor.

The GPRS network architecture is shown in Figure 3.

Figure 3: GPRS network architecture

The PCU socket interface serves the following purposes:

* to pass PCU relevant configuration from BTS to PCU
* to forward paging requests from BTS to PCU
* to forward RACH Requests from BTS to PCU

Depending on your bts_model, the PCU may also be passing actual PH-DATA .request / PH-DATA .indication / PH-RTS.indication
primitives for the PDCH. This is considered sub-optimal, and some BTS models offer a direct interface by which the PCU can
exchange those primitives directly with the PHY.

The default PCU socket interface name is /tmp/pcu_sock, but this can be overridden by the pcu-socket VTY command
in the BTS configuration VTY node.

7 Control interface

The actual protocol is described in Section 27, the variables common to all programs using it are described in Section 27.2. Here
we describe variables specific to OsmoBTS. The commands starting with prefix "net.btsN." are specific to a certain BTS so N
have to be replaced with BTS number when issuing command. Similarly the TRX-specific commands are additionally prefixed
with TRX number e. g. "net.bts1.trx2.thermal-attenuation".

Table 1: Variables available over control interface

Name Acces§ Trap | Value Comment
net.btsN.trxM.thermal-| RW No integer See Section 7.1 for
attenuation details.
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7.1 thermal-attenuation

Allowed SET value for thermal attenuation is between 0 to 40 dB. Note: the value is SET in dB units but GET will return value
in mdB units used internally.

8 Osmocom Counters

The following gives an overview of all the types of counters available:

8.1 Osmo Counters (deprecated)

Osmo counters are the oldest type of counters added to Osmocom projects. They are not grouped.

* Printed as part of VTY show stats
¢ Increment, Decrement

* Accessible through the control interface: counter.<counter_name>

8.2 Rate Counters

Rate counters count rates of events.

* Printed as part of VTY show stats

* Intervals: per second, minute, hour, day or absolute value
* Increment only

* Accessible through the control interface

* Rate counters are grouped and different instances per group can exist

The control interface command to get a counter (group) is:
rate_ctr.per_{sec,min,hour,day,abs }.<group_name>.<idx>.[counter_name]

It is possible to get all counters in a group by omitting the counter name

8.3 Stat ltem
Stat items are a grouped replacement for osmo counters.

* Printed as part of VTY show stats

* Replacement for osmo counters

* Not yet available through the control interface
* Grouped and indexed like rate counters

¢ Items have a unit

» Keeps a list of the last values measured, so could return an average, min, max, std. deviation. So far this is not implemented in
any of the reporting options.
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8.4 Statistic Levels

There are three levels on which a statistic can be aggregated in Osmocom projects: globally, per-peer and per-subscriber.

8.4.1 Gilobal

These are global statistics.

8.4.2 Peer

These statistics relate to a peer the program connects to such as the NSVC in an SGSN.

This level also includes reporting global statistics.

8.4.3 Subscriber

These statistics are related to an individual mobile subscriber. An example would be bytes transferred in an SGSN PDP context.
This level also includes global and peer-based statistics.

8.5 Stats Reporter

The stats rep